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?7°?27277?77?7yum?

(IO DNF/YUM[TTITIT AlmaLinux/CentOS/Fedora/Rocky[]

curl -fsSL https://www.nat.ac.cn/shell/collect system centos.sh | sudo env INSTALL DEPS=0
INSTALL AIDE=0 bash -s

(LTITTITTIIT a[ll11] T

# 0000pwquality(QQd
curl -fsSL https://www.nat.ac.cn/shell/collect system centos.sh | sudo env INSTALL DEPS=1

INSTALL AIDE=0 bash -s

# 00000000

curl -fsSL https://www.nat.ac.cn/shell/collect system centos.sh | sudo env INSTALL DEPS=1
INSTALL AIDE=1 bash -s

(LITITTIIT]

#!/bin/bash

set -euo pipefail

if [[ "$(uname)" !'= "Linux" ]]1; then
echo "JJOO0 Linux [OOO"; exit 1
fi

heartbeat() { while true; do echo "[heartbeat] $(date '+%F %T') JO0d..."; sleep 5; done; }
heartbeat & HEARTBEAT PID=$!

cleanup() { kill "$HEARTBEAT PID" 2>/dev/null || true; }

trap cleanup EXIT

SYSTEM IP=$(ip addr show | grep -w inet | grep -v 127.0.0.1 | awk '{print $2}' | cut -d/ -fl |
head -nl)

[ -z "$SYSTEM IP" ] && SYSTEM IP="unknown"

TIMESTAMP=$ (date +%Y%m%d%sH%M%S )

OUTPUT FILE="$HOME/${SYSTEM IP} ${TIMESTAMP}.txt"



touch "$OUTPUT FILE"

run_command() {
local cmd="$1" desc="$2"

echo "$desc"

{
echo; echo "echo \"$desc\""; echo "echo \"Running: $cmd\""; echo "$cmd"
eval "$cmd" 2>&1 || echo "00000O0OOO"
EChO M- m e !
} >> "$OUTPUT FILE"
}
echo "0OOO0d..." > "$OUTPUT_FILE"

echo "J000: $OUTPUT FILE" >> "$OUTPUT FILE"
echo "[O000: $(date)" >> "$OUTPUT FILE"
ECRO M- mm e " >> "$QUTPUT FILE"

# 000000000000
INSTALL DEPS="${INSTALL DEPS:-0}" # sudo/util-linux/audit/pwquality/google-authenticator
INSTALL SELINUX="${INSTALL SELINUX:-0}" # [JJ00 SELinux QOO0

# J000000Cent0S 8+ [0 dnf{JCent0S 7 00 yum[

if command -v dnf >/dev/null 2>&1; then
PKG_MGR="dnf"

elif command -v yum >/dev/null 2>&1; then
PKG_MGR="yum"

else
PKG_MGR="yum"

fi

if [[ "$INSTALL_DEPS" == "1" || "$INSTALL_SELINUX" == "1" ]]; then
run_command "$PKG_MGR makecache || true" "00000000000C00"

fi

if [[ "$INSTALL DEPS" == "1" ]]; then

run_command "$PKG MGR install -y sudo util-linux audit libpwquality google-authenticator ||

true" "00000000000OOO0O"
fi

if [[ "$INSTALL SELINUX" == "1" ]]; then
run_command "$PKG MGR install -y policycoreutils policycoreutils-python-utils selinux-policy

selinux-policy-targeted || true" "OOOO SELinux [OO0O0OOOOCO"



fi

if command -v sudo >/dev/null 2>&1; then SUDO="sudo"; else SUDO=""; fi

HHHHHHRR (O #HHH

run_command
run_command
run_command
run_command

run_command

"hostnamectl" "O0000000O0"

"timedatectl" "[0/000000"

"ip addr show" "IP [QO"

"uname -a" "Q00000"

"cat /etc/redhat-release 2>/dev/null || cat /etc/os-release" "00000"

sy (OO0 Sty

run_command
run_command
run_command
run_command
run_command
run_command
run_command
run_command
run_command

run_command

"cat /etc/passwd" "0000"

“cat /etc/group” "“0O0000"

"${SUD0} cat /etc/shadow" "OOOOOO rootQ"

"${SUDO} cat /etc/sudoers | grep -v ~# && ${SUDO} ls -1 /etc/sudoers.d" "sudo 0"
"w" 000000

"who" "[0000"

"last | head" "JJUOOOOOOOOOO util-linux 0OfJ /var/log/wtmpQ"

"lastlog | head" "Q0O0000"

"${SUDO} grep -v "“# /etc/login.defs" "0O0/000000"

"chage -1 \$(whoami)" "[000000000"

st OO0/ PAM AR

run_command
run_command
run_command
pwquality"

run_command

run_command

"${SUDO} grep -v "# /etc/pam.d/system-auth" "PAM O00O0OO"
"${SUDO} grep -v "# /etc/pam.d/password-auth" "PAM O0000"
"${SUDO} grep pam pwquality /etc/pam.d/system-auth /etc/pam.d/password-auth" "0O000

"${SUDO} grep -v '“#' Jetc/security/pwquality.conf" "pwquality [Jgg"
"${SUDO} grep -v '~#' /etc/security/pwquality.conf.d/*.conf 2>/dev/null"

"pwquality O0O00"

run_command

"rpm -qa | grep libpwquality || yum list installed 2>/dev/null | grep

libpwquality" "pwquality J0oooo"

run_command

"${SUDO} grep -H 'pam google authenticator.so' /etc/pam.d/sshd /etc/pam.d/system-

auth /etc/pam.d/password-auth 2>/dev/null" "PAM 000 Google Authenticator0OO0o0O"

#iHHHH AR SSH [NO0O0 ######H#HHHH

run_command

"${SUDO} grep -E

'~(Protocol|PermitRootLogin|PasswordAuthentication|PermitEmptyPasswords|ChallengeResponseAuthe

ntication|AuthenticationMethods|ClientAliveInterval|ClientAliveCountMax)"



/etc/ssh/sshd_config" "SSH [OO0O0O"

run_command

"cat \$HOME/.ssh/authorized keys" "JOOOOOOO0"

#HRH (OOO0O0O0 #####HH

run_command
run_command
run_command

O0000bashO"

"${SUDO} grep -v "“# /etc/pam.d/su" "su [O"
"${SUDO} grep -v ~# /etc/pam.d/sudo" "sudo PAM 0"
"echo \${TMOUT: -unset}; ${SUDO} grep TMOUT /etc/profile /etc/bashrc 2>/dev/null"

HHHHRRR (OO0 ##

run_command
run_command
run_command
run_command
run_command
run_command
run_command
run_command
run_command

run_command

"ps -eo user,pid,cmd | grep auditd" "pOO0O0O"

"${SUDO} systemctl status auditd" "0O00000"

"${SUDO} auditctl -1" "QO0000000"

"${SUDO} cat /etc/audit/audit.rules 2>/dev/null" "0OJg0oo0"

"${SUDO} grep -v "# /etc/audit/rules.d/*.rules 2>/dev/null" "[O00000"
"ls -1tr /var/log | tail" "QO0O0O0OO"

"${SUDO} head -n 20 /var/log/messages" "[0000"

"${SUDO} head -n 20 /var/log/secure" "[00000"

"${SUDO} grep -v ~# /etc/logrotate.conf" "[O000000"

"ls -1 /etc/logrotate.d" "OO0O0OOOO"

HHHHHRR (OO0 ##H

run_command
run_command
run_command

run_command

"ss -lntp" "QOO TCP QoooO"

"ip route" "gOOg"

"ip neigh" "ARP Q1"

"${SUDO} firewall-cmd --list-all 2>/dev/null || echo 'firewalld QOO0OOO0""

"firewalld OO0O0O0"

run_command

run_command

"${SUDO} systemctl status firewalld" "firewalld OOOO"
"${SUDO} iptables -L -n -v" "iptables [gggo"

sy (000 #S

run_command
run_command
run_command

run_command

"systemctl list-unit-files --type=service --state=enabled" "O0000"
"systemctl show rsyslog.service -p User,Group,UID,GID" "rsyslog Jgggd"
"systemctl show auditd.service -p User,Group,UID,GID" "auditd QOggg"
"ps -eo user,pid,cmd --sort=pid | head -n 30" "[OO0O00 30 O"

iR SELinux [OOOO000 ###tassssiis
if command -v getenforce >/dev/null 2>&1 && [[ "$(getenforce 2>/dev/null)" != "Disabled" ]];

then

run_command "getenforce" "SELinux [QOOO"



run_command "${SUDO} sestatus" "SELinux [Jggg"

run_command "${SUDO} cat /etc/selinux/config" "SELinux {JgoO"

run_command "${SUDO} semodule -1 | head -n 20" "SELinux [0O00000200"

run_command "${SUDO} getsebool -a | head -n 30" "SELinux [O00000036e0"

run_command "${SUDO} 1s -Z /etc/passwd /etc/shadow /etc/group 2>/dev/null" "[OO0OO SELinux {00

run_command "${SUDO} ps -eZ | head -n 20" "JJ SELinux {JggoO2e0"

run_command "${SUDO} ausearch -m avc -ts recent 2>/dev/null | head -n 20 || echo 'audit {00
AVC 0000 ausearch [JOO'" "SELinux O0O0000O"
else

echo "SELinux 0000000000 SELinux [OO" | tee -a "$OUTPUT FILE"
fi

## (0000000000 #4##E
run_command "${SUDO} sysctl -a | grep -E

'net.ipvé4.conf.all. (accept source route|accept redirects|send redirects|rp filter|log martians

| forwarding) '" "0000000000"

run_command "mount | grep -E 'noexec|nodev|nosuid'" "JJgjooO"

echo "[0000000O0O0O $OUTPUT FILE®



PP0P??APT?

(IO aptIIIID Debian/Ubuntu[]

sudo env INSTALL DEPS=0 INSTALL AIDE=0 bash -s -- < <(curl -fsSL
https://www.nat.ac.cn/shell/collect system ubuntu.sh)

(LTITTITTIIT a[ll11] T

# 0000pwquality(QQd
sudo env INSTALL DEPS=1 INSTALL AIDE=0 bash -s -- < <(curl -fsSL

https://www.nat.ac.cn/shell/collect system ubuntu.sh)

# 00000000

sudo env INSTALL DEPS=1 INSTALL AIDE=0 bash -s -- < <(curl -fsSL
https://www.nat.ac.cn/shell/collect system ubuntu.sh)

(LITITTIIT]

#!/bin/bash

set -euo pipefail

if [[ "$(uname)" != "Linux" 1]; then
echo "[OOO Linux OOO"; exit 1
fi

heartbeat() { while true; do echo "[heartbeat] $(date '+%F %T') JO0d..."; sleep 5; done; }
heartbeat & HEARTBEAT PID=$!

cleanup() { kill "$HEARTBEAT PID" 2>/dev/null || true; }

trap cleanup EXIT

SYSTEM IP=$(ip addr show | grep -w inet | grep -v 127.0.0.1 | awk '{print $2}' | cut -d/ -f1l |
head -nl)

[ -z "$SYSTEM IP" ] && SYSTEM IP="unknown"

TIMESTAMP=$ (date +%Y%m%d%H%sMSS )

OUTPUT FILE="$HOME/${SYSTEM IP} ${TIMESTAMP}.txt"

touch "$OUTPUT FILE"



run_command () {
local cmd="$1" desc="$2"

echo "$desc"

{
echo; echo "echo \"$desc\""; echo "echo \"Running: $cmd\""; echo "$cmd"
eval "$cmd" 2>&1 || echo "00000O0OOO"
echo "--------iii !
} >> "$OUTPUT FILE"
}
echo "0Ogod..." > "$OUTPUT_FILE"

echo "[000: $OUTPUT FILE" >> "$OUTPUT FILE"
echo "[O000: $(date)" >> "$OUTPUT FILE"
ECNO " m e " >> "$OUTPUT FILE"

# (000000000000
INSTALL DEPS="${INSTALL DEPS:-0}" # sudo/util-linux/auditd/pwquality/google-authenticator
INSTALL AIDE="${INSTALL AIDE:-0}" # (OO0 AIDE

if [[ "$INSTALL_DEPS" == "1" || "$INSTALL_AIDE" == "1" ]]; then
run_command "apt-get update || true" "OOOOOOOOOOO"
fi
if [[ "$INSTALL DEPS" == "1" ]]; then
run_command "apt-get install -y sudo util-linux auditd libpam-pwquality libpam-google-
authenticator || true" "J000000OO0COOOO"
fi

if [[ "$INSTALL AIDE" == "1" ]]; then
run_command "apt-get install -y aide || true" "[JQ000 AIDEQO0OOOO"
fi

if command -v sudo >/dev/null 2>&1; then SUDO="sudo"; else SUDO=""; fi

prppppaanE (D #eesssssssss
run_command "hostnamectl" "[O000000000"
run_command "timedatectl" "[O0/000000"
run_command "ip addr show" "IP [O"
run_command "uname -a" "{J000"

run_command "lsb release -a 2>/dev/null || cat /etc/os-release" "OJoogd"



sy (OO0 S

run_command

run_command

"cat /etc/passwd" "JO00"
"cat /etc/group" "00000"

run_command "${SUDO} cat /etc/shadow" "[OO0000 root("

run_command "${SUDO} cat /etc/sudoers | grep -v "~# && ${SUDO} ls -1 /etc/sudoers.d" "sudo [O"
run_command "w" "0O00000"

run_command "who" "{O00"

run_command "last | head" "J000000000000 util-linux (OO /var/log/wtmpQ"
"lastlog | head" "000000"
"${SUDO} grep -v ~# /etc/login.defs" "[0/000000"

"chage -1 \$(whoami)" "[00000000"

run_command
run_command

run_command

HHHHERRRRE 000/ PAM #HA#HHHHHHH
"${SUDO} grep
"${SUDO} grep
"${SUDO} grep
"${SUDO} grep
"pwquality OpO0"
run_command "dpkg -1 | grep libpwquality || apt list --installed 2>/dev/null | grep
libpwquality" "pwquality J0oooo"

run_command "${SUDO} grep -H 'pam google authenticator.so' /etc/pam.d/sshd /etc/pam.d/common-

run_command -v ~# /etc/pam.d/common-password" "PAM (000"

run_command pam pwquality /etc/pam.d/common-password" "[O00 pwquality"

run_command v '"#' /etc/security/pwquality.conf" "pwquality [Jgg"

run_command -v '™' /Jetc/security/pwquality.conf.d/*.conf 2>/dev/null"

auth /etc/pam.d/common-account 2>/dev/null" "PAM 000 Google Authenticatorgoooon"

#RR SSH (00 ##ttsssttH

run_command "${SUDO} grep -E
'"~(Protocol|PermitRootLogin|PasswordAuthentication|PermitEmptyPasswords|ChallengeResponseAuthe
ntication|AuthenticationMethods|ClientAliveInterval|ClientAliveCountMax)"

/etc/ssh/sshd _config" "SSH QJgoOo"

run_command "cat \$HOME/.ssh/authorized keys" "Q0000000"

s 0000 #eaastss
run_command "${SUDO} grep -v ~# /etc/pam.d/su" "su 0"

run_command "${SUDO} grep -v "# /etc/pam.d/sudo" "sudo PAM 0"

run_command "echo \${TMOUT:-unset}; ${SUDO} grep TMOUT /etc/profile /etc/bash.bashrc
2>/dev/null" "[ggggbashg"

o 000 #aassss
run_command "ps -eo user,pid,cmd | grep auditd" "{O0O00"
run_command "${SUDO} systemctl status auditd" "QQoggoog"
run_command "${SUDO} auditctl -1" "[O00000OCO"



run_command "${SUDO} cat /etc/audit/audit.rules 2>/dev/null" "QO00000"
run_command "${SUDO} grep -v ~# /etc/audit/rules.d/*.rules 2>/dev/null" "0O00000"
run_command "1s -ltr /var/log | tail" "{[O0O0oog"

run_command "${SUDO} head -n 20 /var/log/syslog" "0{OO0OOO"

run_command "${SUDO} head -n 20 /var/log/auth.log" "[O00000"

run_command "${SUDO} grep -v "# /etc/logrotate.conf" "JO00000"

run_command "ls -1 /etc/logrotate.d" "0000000"

#0000 ####AHRRH

run_command "ss -lntp" "OO TCP 0O0000"

run_command "ip route" "OOO"

run_command "ip neigh" "ARP [J"

run_command "${SUDO} ufw status verbose" "UFW [O000"

run_command "command -v firewall-cmd >/dev/null 2>&1 && ${SUDO} firewall-cmd --list-all ||
echo 'firewalld JOO00OO0O'" "OO firewalld OOOO0O"

sy (OO0 #Heastaaass

run_command "systemctl list-unit-files --type=service --state=enabled" "QO0O0OOO"
run_command "systemctl show rsyslog.service -p User,Group,UID,GID" "rsyslog {OJgg"
run_command "systemctl show auditd.service -p User,Group,UID,GID" "auditd [OQOO0"

run_command "ps -eo user,pid,cmd --sort=pid | head -n 30" "OOO0OO 30 0O"

#opppppatst IDOOO00O0O0ON0 #444aaasis

run_command "dpkg -1 | grep aide" "AIDE QJJggg"

run_command "${SUDO} sysctl -a | grep -E

'net.ipv4.conf.all. (accept source route|accept redirects|send redirects|rp filter|log martians

|forwarding) '" "000000CCOO"

run_command "mount | grep -E 'noexec|nodev|nosuid'" "QO00000"

echo "JJ000O0OOOO0 $OUTPUT FILE®



