222222mysgl?

-- 0000000validate password{OMySQL 5.70000

select * from information schema.plugins where plugin name = 'validate password';
- - 0OMySQLOOO0000000000000

show variables LIKE 'validate password%';

-- 0OMysQLOOOOCOO0O

show variables like 'default password lifetime';

-- [OmysQL 5.7000000000

select user, host, password last changed, password lifetime from mysql.user;
-- 00 interactive_ timeout[[

show variables like '%timeout';

- - J0000000OreotdO0OOOOTLSOO

select user, host, ssl type from mysql.user where user = 'root';
-- 0000000000TLSOO

show variables like 'require secure transport';

-- OOMysSQLOOOOOTLSOO

show variables like 'have ssl';

-- [O0OMysQLOOTLSOO0OO00O

show global variables like 'ssl cipher';

-- 0000000000TLSOO

show session status like 'ssl cipher';

show session status LIKE 'Ssl cipher list';
show session status like 'ssl version';

-- [OOMysQLOODOOTLSOO

show variables like 'tls version';

- - 00000000

select

Host,Account locked,User,Insert priv,Delete priv,Alter priv,Drop priv,Grant priv,Super priv
from mysql.user;

- - 0000000000000

SELECT * FROM “role edges”;

SELECT * FROM “USER PRIVILEGES;

- - 0000oooo

show variables like 'log%';



- - 0000000000

- - (00000edUibtottiioiooooon

select user, host, plugin, authentication string from mysql.user;
-- 0000000sha256 password[]

SHOW VARIABLES LIKE 'sha256 password public key path';

- - J000000sha256 password[]

SHOW VARIABLES LIKE 'sha256 password private key path';

-- 00000000000

show status like 'rsa public key';

MySQL 8.0 ~MySQL 8.4772?

-- MySQL 5. 70000000000000

select * from mysql.user where length(authentication string) = 0 or authentication string is
null;

-- 0000000validate password{OMySQL 8.0.20000

select * from mysql.component;

-- [OOMySQL 8. e00000000C000000000000

select user, host, password last changed,

password lifetime,password expired,password reuse history,password reuse time from mysql.user;
-- [0 MysSQL 8.e00000000

select host,user,User attributes from mysql.user;

-- 0000000caching sha2 password[

show variables like 'caching sha2 password private key path';

-- J000000caching sha2 password[]

show variables like 'caching sha2 password public_key path';

- - 00000000000

show status like 'caching sha2 password rsa public key';
MySQL 9.0 ~MySQL 9.57?7?

-- ========== 1. 0000000 ==========

-- 1.1 000000000MysQL 8.6+ 0000000

-- JOOMySQL 8.0+ [0 component validate password JO000000
SELECT * FROM mysql.component

WHERE component urn = 'file://component validate password';

- - HiHtobobbbobobooon
-- INSTALL COMPONENT 'file://component validate password';

-- 1.2 [OOMysQLOd0oOdooMysQL 8.6+ 00000000000
SHOW VARIABLES LIKE 'validate password.%';



- - 00000000000

-- validate password.length - 00000000080

-- validate password.policy - J000OLOw/MEDIUM/STRONG]
-- validate password.mixed case count - 0000000CO

-- validate password.number count - QJoooog

-- validate password.special char_count - O000000O

-- validate password.dictionary file - Q00ooo

-- 1.3 [J0OMysQLOO000000
SHOW VARIABLES LIKE 'default password lifetime';

- - J0000000e0d0nOnOOCOnO9en

-- 1.4 J00000000000OO000O
SELECT user, host,

password last changed AS '(J00000",
password lifetime AS '00000(O) ',
CASE
WHEN password lifetime IS NULL THEN '0O00000°
WHEN password lifetime = 0 THEN 'Q000"
ELSE CONCAT(password lifetime, '[J')
END AS ‘000000
FROM mysqgl.user
ORDER BY user, host;

- - ========== 2, DDDDDDDDD ==========
-- 2.1 000000000
SHOW VARIABLES LIKE 'Stimeout';

-- 00000

-- interactive timeout - J00000000028860060/8000
-- wait timeout - JO00oooo

-- connect timeout - J0oood

-- ========== 3, TLS/SSL 00000 ==========

-- 3.1 J0000o00rootOOOCOOOTLSOO

SELECT user, host, ssl type,
CASE ssl _type
WHEN '' THEN '[0OTLS®
WHEN 'ANY' THEN 'O0TLSO00000"
WHEN 'X509' THEN '[0X50900"
WHEN 'SPECIFIED' THEN '0ggdod’



END AS 'TLSOOOO!
FROM mysql.user
WHERE user = 'root';

-- 3.2 [JO00oooresgn

SELECT user, host, ssl type
FROM mysql.user

WHERE ss1 type != "'

ORDER BY user, host;

-- 3.3 [00000COOOTLson
SHOW VARIABLES LIKE 'require secure transport';

- - 000ONOOO000000OTLSOOFFOO0O

-- 3.4 [JOMysQLOOODOTLSOOOO
SHOW VARIABLES LIKE 'have ssl';

-- 000YESOOOOOODISABLEDOOOOO

-- 3.5 [OOMysSQLOOTLSOOO00O
SHOW GLOBAL VARIABLES LIKE 'ssl %';

-- 00000

-- ssl ca - CAOOOO
-- ssl _cert - J00oodo
-- ssl _key - O000o0o
-- ssl _cipher - 0000000

-- 3.6 [J000000000TLSOO

SHOW SESSION STATUS LIKE 'ssl cipher';

SHOW SESSION STATUS LIKE 'Ssl cipher list';
SHOW SESSION STATUS LIKE 'ssl version';

-- [0000ss1_cipher(0000000C0OOTLS

-- 3.7 [O0OMysQLOOOOOTLSOO
SHOW VARIABLES LIKE 'tls_version';

-- 0000000 TLSvl.2, TLSv1.3[OOOTLSv1TLSvl.1

-- ========== 4. 00000000 ==========

-- 4.1 J0000000000OMySQL 9.6 00000

SELECT Host, User, Account locked AS '0000',
Insert priv AS '(00',



Delete priv AS '(]O',
Alter priv AS '(00',
Drop priv AS '(j00',
Grant priv AS '(j0',
Super_priv AS '(000",
Create role priv AS '00O0O°,
Drop_role priv AS '0O0O0O"
FROM mysql.user
ORDER BY User, Host;
-- [00Super_priv [ MySQL 8.0+ 000000000

-- 4.2 000000000000
SELECT FROM HOST AS '0000",

FROM USER AS '0000",
TO_HOST AS 'IO00O0O',
TO USER AS '0O00O0O",
WITH ADMIN OPTION AS 0000
FROM mysql.role_ edges
ORDER BY FROM _USER, TO USER;

-- 4.3 0000000000
SELECT GRANTEE AS '0000',
PRIVILEGE TYPE AS '0000O0",
IS GRANTABLE AS 'O00'
FROM information schema.USER PRIVILEGES
ORDER BY GRANTEE, PRIVILEGE TYPE;

-- 4.4 000000000

SELECT Host, User, Db AS '0j00",
Select priv, Insert priv, Update priv, Delete priv,
Create priv, Drop priv, Grant priv

FROM mysql.db

ORDER BY Db, User;

-- 5.1 000000000
SHOW VARIABLES LIKE 'log%';

-- 00000



-- log error - 000000

-- general_log - [o000OOOoOOOORODOODO
-- slow query log - Qoooa

-- log bin - 000000C000000

-- log bin trust function creators - [O0O000000000

-- 5.2 000000000000000000000
SELECT PLUGIN NAME, PLUGIN STATUS, PLUGIN TYPE, PLUGIN LIBRARY

FROM information schema.PLUGINS
WHERE PLUGIN NAME LIKE '%audit%';

-- ========== 6. (00000000 ==========
-- 6.1 0000000C00000000
SELECT user, host,
plugin AS '0000",
CASE plugin
WHEN 'mysql native password' THEN 'MySQL 5.7 [O00OO"
WHEN 'caching sha2 password' THEN 'MySQL 8.0+ [OSHA200000O
WHEN 'sha256 password' THEN 'SHA256['
WHEN 'auth socket' THEN 'SocketOO0oooo'
ELSE plugin
END AS ‘000000,
CHAR LENGTH(authentication string) AS '[O000°

FROM mysql.user
ORDER BY user, host;
-- [O0OMySQL 9.0 0000 caching sha2 password

-- 6.2 [0 sha256 password 000
SHOW VARIABLES LIKE 'sha256 password public key path';

-- 6.3 00 sha256 password 000
SHOW VARIABLES LIKE 'sha256 password private key path';

-- 6.4 [00000000RSAOO
SHOW STATUS LIKE 'rsa public key';

-- ========== 7. [0000000MySQL 8.0+/9.0 (00 ==========
-- 7.1 [00000000C00OMySQL 8.6+ 0000

SELECT component _id, component group id, component urn



FROM mysql.component
ORDER BY component id;

-- 7.2 [0 SHOW COMPONENTS [O0OMySQL 8.0.17+[]
SELECT component id AS '(j0ID',
component group id AS 'QggIb‘,
component _urn AS '[JJURN'
FROM mysql.component
ORDER BY component id;

-- 7.3 000000000

SELECT PLUGIN NAME, PLUGIN VERSION, PLUGIN STATUS, PLUGIN TYPE, PLUGIN LIBRARY
FROM information schema.PLUGINS

WHERE PLUGIN STATUS = 'ACTIVE'

ORDER BY PLUGIN TYPE, PLUGIN NAME;

-- ========== 8. [J00000MySQL 8.0+/9.0 000 ==========
-- 8.1 0000000000000Super_privi00

SELECT USER AS '(J0', HOST AS 'Qj0', PRIV AS '(jO000"

FROM mysql.global grants

ORDER BY USER, HOST, PRIV;

-- {0ooodo

-- ROLE_ADMIN - 0000

-- BINLOG_ ADMIN - 0000000
-- CONNECTION ADMIN - 0000

-- REPLICATION SLAVE ADMIN - 000ooo
-- SYSTEM VARIABLES ADMIN - 00oooo
-- BACKUP_ADMIN - 0ooo

SHOW VARIABLES WHERE Variable name IN (

'local infile', - - Hibddooodooodo

'secure file priv', - - (000000000
'skip_name resolve', - - JObNSOO000000000
'sql_mode', -- SQLOn
'max_connect errors', -- 00000000

'max_connections', -- 00000



'max_user connections' -- 00000000

)

- - S=mmmmms==== 10. DDDDDDDDDDD ==========

-- 10.1 J00000000000000

SELECT user, host, '!'!!'Ogooo'!!' AS '00000°

FROM mysql.user

WHERE authentication string = '' OR authentication string IS NULL;
-- 10.2 O00000000000000

SELECT user, host, '00000000" AS '0O00O
FROM mysql.user

WHERE host = '%'

ORDER BY user;

-- 000000

SELECT '

MySQL 9.0 000000000

0oooo
1. 00 caching sha2 password 0000
2. 000000000 == 8 J0d0f0n0oo0oooo0on
3. 000000O0000096-18600

4. 00000000 TLS/ssL 0o

5. (0000C0000000000000O
6
7
8
9

- o0doDodooOdooooo
- 000000000000

. 00 local infile[OO secure file priv

. 0000000000000000000
10. MySQL 9.6 0000000000 Super_priv

" AS ‘(000"
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