2707707

MySQLOTITITITITITITIT [ [Tl

# MySQL 5.70000000000000
select * from mysql.user where length(authentication string) = 0 or authentication string is

null;

mysql:= select * from mysql.user where length{authentication string)=0 or authen
tication string is null;

Empty set (0.03 sec)  EAZERNT, FIBAFTE

MySQL[TTTT] validate _password[TTTTTTTTITTTTITTTITI

T T T T T T

# J000000Ovalidate password[OMySQL 5.70000
select * from information schema.plugins where plugin name = 'validate password';
# J000000Ovalidate passwordJOMySQL 8.0.20000

select * from mysql.component;

# [OMySQLOOOOOCCCCCCOOoOO

show variables LIKE 'validate password%';

(TII110 M I validate_password[T] MySQL 5.7[1111T]

mysql> SELECT * FROM information_schema.plugins
-> WHERE plugin_name = 'validate_password';
- . ST

(TII110 M I validate_password[T] MySQL 8.0.2[111T]
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mysql> SELECT * FROM mysql.component;

1 row in set (0.00 sec)

mysql> SHOW VARIABLES LIKE 'validate password%';

validate password.check user_name
validate password.dictionary file
validate_password. length

validate password.mixed case count
validate password.number count
validate password.policy

validate password.special char_count

rows in set (0.01

MySQLOTTITITII T MySQLOTTTTTTITTIIIIIT] (]
O T I T I T LT

# [JOMySQLODOO0000O

show variables like 'default password lifetime';

# [JOMySQL 5.7000000000

select user, host, password last changed, password lifetime from mysql.user;

# [JOMySQL 8. eJd0N000000000000000CO
select user, host, password last changed,

password lifetime,password expired,password reuse history,password reuse time from mysql.user;

mysql> show variables like ‘default password lifetime’;

1 row in set (0.00 sec)

(LTITIT] MySQL 5.7[]
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1 select user, host, password_last_changed, password_lifetime,password_expired from mysql.user;

=B BE SR R RS

user host password_last changed password lifetime password_expired
root localhost 2025-07-30 09:44:01 N
mysql.session localhost 2023-05-06 16:15:18 N
mysql.sys localhost 2023-05-06 16:15:18 N
L = o B 2024-08-20 17:24:30 N
N . il = 2024-08-20 17:26:54 N
bookstack localhost 2025-07-30 15:49:33 N
S bookstack 43S RT 2025073016085 (N |
bookstack m 2025-07-30 16:08:53 N
bookstack I8 1 2025-07-30 16:08:53 N
bookstack o= 2025-07-30 16:08:53 N
[ITITTT] MySQL 8.00

1 select user, host, password_last_changed, password_lifetime,password_expired,password_reuse_history,password_reuse_time from mysql.user;

=R BE SR r KSs

user host password_last_changed password_lifetime password_expired password_reuse_history password_reuse_time
> 127.0.0.1 2025-07-29 12:06:29 N

demo?2 180.172.238. 2025-07-30 14:48:30 N

demo1 localhost 2025-07-29 12:06:29 N

demo2 localhost 2025-07-30 14:48:30 N

mysql.info localhost 2025-07-26 20:41:19 N

mysgql.sess localhost 2025-07-26 20:41:19 N

mysql.sys localhost 2025-07-26 20:41:19 N

root localhost 2025-07-30 14:46:03 N

MySQL[TITIT] [LITTTTIIT] MySQL 8.0 MySQL
8. 1[IIITTTITITITITT

select host,user,User attributes from mysql.user;
# [0 interactive timeout

show variables like '%timeout';
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select host,user,User_attributes from mysql.user;

BE BB AR @ RS

host user User_attributes

4 secure_user {"Password_locking": {*failed_login_attempts": 5, "password_lock_time_days": 1}
127.0.0.1 demo1
180.172.238.55 demo2
localhost demol
localhost demo?2
localhost mysgl.infoschemz
localhost mysgql.session
localhost mysql.sys
localhost root

mysql> show variables like '%timeout’;

| connect_ timeout

| delayed insert timeout

| have_statement timeout

| innodb flush log at timeout

| innodb lock wait timeout

| innodb rollback on timeout

|| interactive timeout

| lock walit_ timeout 31536000
| mysqlx connect timeout 30

| mysqlx idle worker_ thread timeout | 60

| mysglx _interactive timeout 28800

| mysqlx port open_timeout 0]

| mysqlx read timeout 30

| mysqlx wait timeout 28800

| mysqlx write timeout 60

| net _read timeout 30

| net write timeout 10

| rpl_stop slave timeout 31536000
| slave net_ timeout

| wait timeout

20 rows 1in set (0.00 sec)
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# J00000000rootO0000OOTLSOO

select user, host, ssl type from mysql.user where user = 'root';
# [00000000OTLSOO

show variables like 'require secure_ transport';

# [JOMySQLOODOOTLSOO

show variables like 'have ssl';

# [OOMySQLOOTLSODOO0O

show global variables like 'ssl cipher';

show global variables like 'ssl ca';

show global variables like 'ssl cert';

show global variables like 'ssl key';

# 0000000000000TLSOO

show session status like 'ssl cipher';

show session status LIKE 'Ssl cipher list';
show session status like 'ssl version';

# [O0OMySQLODOOOTLSOO

show variables like 'tls version';



mysql> # & F i EH - & (Wiroot) & 74 3R ff A TLS: i
mysql> select user, host, ssl type from mysql.user where user = 'root’;

1 row in set (0.00 sec)

mysql> # &5 & & & 5 JF R ol TLSAL 4
mysgl> show variables like 'require_secure_transport’;

show variables like 'have_ssl';

# & /5 MySQLY gl > FF i) TLSHR &

show variables like 'ssl_cipher’;
show variables like 'tls_version';
# A EMYSQLM s TLSH XL E E &

show global variables like 'ssl _cipher';

show global variabl+-----------------~------— -~ R +
es like 'ssl _ca| Variable name
T E R +

require_secure_transport | ON
e o +
1 row in set (0.01 sec)

mysql> # & & MySQLZE & . 5 TLSH: %
mysgl> show variables like 'have ssl';
T Fommmm - +

| Variable name | Value |

1 row in set (0.00 sec)
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mysql> show variables like 'tls_version';
e Fommmmm e +

| Variable name | Value

e Fommmmm e +

| tls_version | TLSv1.2,TLSv1.3 |
oo oo +

1 row in set (0.00 sec)

mysql> # HEEFEMySQLE AT TLSHI X EL B 15 B

mysql> show global variables like 'ssl_cipher';
oo Fommm - +

| Variable name | Value |

e S SR +

| ssl _cipher

e S SR +

1 row in set (0.00 sec)

mysql> show global variables like 'ssl ca';

1 row in set (0.00 sec)

mysql> show global variables like 'ssl cert';
e o m e e +
| Variable name | Value

e o m e e +

| ss1 cert | /www/server/data/server-cert.pem |
T R T TP +
1 row in set (0.00 sec)

mysql> show global variables like 'ssl _key';

1 row in set (0.01 sec)

mysql> # (& fi) & F ZH00 218 /2 5 K A TLSL Fa
mysql> show session status like 'ssl _cipher’;
Hommm e e LT T TP +

|| Variable name | Value

B L o m e +

|| Ss1_cipher | TLS_AES 256_GCM_SHA384 |

Hommm o e e +

1 row in set (0.00 sec)

0 MySQL  8.0.27[II1III FIDO[TIIIT] TOTPIIIIIIL &
MO
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