(10 1] Windows[TIIT] mongod.cfg [T]] security.authorization [T]] enabled

ICHEA

HAF"security.authorization”

10 2[] Linux[TITIIIIII0 cat /etc/mongod.conf | grep "Auth="
I
2) [ MongoDB I cat /etc/mongod.conf | grep

"enableLocalhostAuthBypass" [TTTTTTTTTTTTTTTITIT]

3)[] MongoDB

(LITITTITITIITT MongoDB.
[LITIITIN cat /etc/mongod.conf | grep "keyFile=" [TTTTTTTTITIIIIITIT]

(ITTITITITTTIITTTI Linux[TTTTITTTIT]
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#!/bin/bash

# 1. (00000000CO000CO000

# [JOMongoDBI0000OOCO00O0COO

cat /etc/mongod.conf

# [J0000000000000000security.authorization(

cat /etc/mongod.conf | grep security.authorization

# 00000000000000Auth=0000
cat /etc/mongod.conf | grep "Auth="

# 000000000000000CenableLocalhostAuthBypassd

cat /etc/mongod.conf | grep "enableLocalhostAuthBypass"

# [0000000000000keyFitled0on
cat /etc/mongod.conf | grep "keyFile="

(1111 b T
(I

1) (1110 m
MongoDB [TTTITTTTITIT] /I (LTITTITTIT]

Windows[]]]

000 100 MongoDB[IIT]

Get-Content "C:\Program Files\MongoDB\Server\[[J\bin\mongod.cfg" | Select-String -Pattern

"retryFailedAuthenticationAttempts™

& Windows PowerShell X + -

PS C:\Users\86199\Desktop> Get-Content | Select-String

PS C:\Users\86199\Desktop> |

(TITITI retryFailedAuthenticationAttempts [TTTTTTTTTTITTITTIT

(Il MongoDB [TTTTTITIITIT] IRRRARNNNNRRRNNNNNNE

0 MongoDB [TTTITTTIITTIIIT retryFailedAuthenticationAttempts [TT11T]
PowerShell T
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(ITIT]

# 1000000000000
security:
authorization: enabled

retryFailedAuthenticationAttempts: 5 # [0 5 J00O0

# 0000000
retryFailedAuthenticationAttempts: 5

1110 retryFailedAuthenticationAttempts: 5 [T11] 5
LTI I oaTa T MongoDB 5.0+ [T]111]

(10 2[00 Windows[IIIT]

# (000000 MongoDB O00O0OCOOOO
Get-NetFirewallRule | Where-Object {$ .DisplayName -like "*MongoDB*" -or $ .LocalPort -eq
27017} | Format-Table DisplayName,Direction,Action,Enabled

& Windows PowerShell

Windows PowerShell

Mt FF&E (C) Microsoft Corporation, {REFENAI,

LZRE M PowerShell, TEITIIREFIS#H ! https://aka.ms/PSWindows

PS C:\Users\86199> Get-NetFirewallRule | Where-Object {$_.DisplayName .LocalPort 27017} | Fo
rmat-Table DisplayName, Direction, Action, 6 Enabled
PS C:\Users\86199> |

(I MongoDB [TTITTTTTIT]

NERRNRRNNRRNNNNNRRNRRNNRRNRRNRRRRRRRRREEEEED

(I
plaintext ~
DisplayName Direction Action Enabled
Allow MongoDB Connections Inbound Allow  True
Block MongoDE Outbound Traffic Outbound Block  True
MongoDB Fail2Ban Protection Inbound Elock  True

[T

DisplayName[TTTTTTTTTTTTTITITTTITTTT]

Direction[IT111] Inbound [T] / Outbound [T1T]

Action[TTT1T Allow [T] / Block [TTT]
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Enabled[TTIITI1] True [I] [/ False [I11]
Linux[]T]
#1000 MongoDB 0000000 MongoDB 5.0+[]

# 0000000 retryFailedAuthenticationAttempts [O000O0 mongod.conf [OO00

cat /etc/mongod.conf | grep -i "retryFailedAuthenticationAttempts"

#00000 retryFailedAuthenticationAttempts: 500000000000C00C0 5 00O

#02000000000000000 iptables(

# 0000000 MongoDB (0000 270170000000000
iptables -L -n | grep 27017

#J0OOO DROP tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:27017 state INVALID,NEW recent: SET name:
DEFAULT side: source000000000000000

2) IO ;

MongoDB [TTITTITIITIIT] (LTI

o0 10T

javascript
// 0 MongoDB Shell [TTTTITITIT idleSessionTimeoutMinutes [T]
db.adminCommand({ getParameter: 1, idleSessionTimeoutMinutes: 1 })

10 { "idleSessionTimeoutMinutes": 30, ok: 1 }IIIIIT] 30 [TIIIII11 MongoDB
4.4+

10 2[110 MongoDB [I1T]

bash
# Linux [T]
cat /etc/mongod.conf | grep -i "idleSessionTimeoutMinutes"

# Windows []
Get-Content "C:\Program Files\MongoDB\Server\{[TT]  }\bin\mongod.cfg" | Select-String -Pattern
"idleSessionTimeoutMinutes"

HINRRRNNNNRRRNNNNREDND

3) I ;
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