


2707707

MySQLOTITITITITITITIT [ 1

# MySQL 5. 70000000000000

select * from mysql.user where length(authentication string) = 0 or authentication string is
null;

mysql:= select * from mysql.user where length{authentication string)=0 or authen
tication string is null;

Empty set (0.03 sec)  ENAIERNDT, TIAAFE

MySQLTIT] validate_password[TTTTITITITITIITIIIT]

O T T T

# J000000Ovalidate passwordOMySQL 5.70000

select * from information schema.plugins where plugin name = 'validate password';
# [000000Ovalidate passwordJOMySQL 8.0.20000

select * from mysql.component;

# [JOMySQLODDO000000CCO000O

show variables LIKE 'validate password%';

(TII110 0 I validate_password[T] MySQL 5.7[111T1

mysql> SELECT * FROM information_schema.plugins
HERE _name =

(TII110 M IIn validate_password[T] MySQL 8.0.2[T11T]
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mysql> SELECT * FROM mysql.component;

1 row in set (0.00 sec)

mysql> SHOW VARIABLES LIKE 'validate password%';

validate password.check user_name
validate password.dictionary file
validate_password. length

validate password.mixed case count
validate password.number count
validate password.policy

validate password.special char_count

rows in set (0.01

MySQLOTTITITII T MySQLOTTTTTTITTIIIIIT] (]
O T I T I T LT

# [JOMySQLODOO0000O

show variables like 'default password lifetime';

# [JOMySQL 5.7000000000

select user, host, password last changed, password lifetime from mysql.user;

# [JOMySQL 8. eJd0N000000000000000CO
select user, host, password last changed,

password lifetime,password expired,password reuse history,password reuse time from mysql.user;

mysql> show variables like ‘default password lifetime’;

1 row in set (0.00 sec)

(LTITIT] MySQL 5.7[]
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1 select user, host, password_last_changed, password_lifetime,password_expired from mysql.user;

=B BE SR R RS

user host password_last changed password lifetime password_expired
root localhost 2025-07-30 09:44:01 N
mysql.session localhost 2023-05-06 16:15:18 N
mysql.sys localhost 2023-05-06 16:15:18 N
L = o B 2024-08-20 17:24:30 N
N . il = 2024-08-20 17:26:54 N
bookstack localhost 2025-07-30 15:49:33 N
S bookstack 43S RT 2025073016085 (N |
bookstack m 2025-07-30 16:08:53 N
bookstack I8 1 2025-07-30 16:08:53 N
bookstack o= 2025-07-30 16:08:53 N
[ITITTT] MySQL 8.00

1 select user, host, password_last_changed, password_lifetime,password_expired,password_reuse_history,password_reuse_time from mysql.user;

=R BE SR r KSs

user host password_last_changed password_lifetime password_expired password_reuse_history password_reuse_time
> 127.0.0.1 2025-07-29 12:06:29 N

demo?2 180.172.238. 2025-07-30 14:48:30 N

demo1 localhost 2025-07-29 12:06:29 N

demo2 localhost 2025-07-30 14:48:30 N

mysql.info localhost 2025-07-26 20:41:19 N

mysgql.sess localhost 2025-07-26 20:41:19 N

mysql.sys localhost 2025-07-26 20:41:19 N

root localhost 2025-07-30 14:46:03 N

MySQL[TITIT] [LITTTTIIT] MySQL 8.0 MySQL
8. 1[IIITTTITITITITT

select host,user,User attributes from mysql.user;
# [0 interactive timeout

show variables like '%timeout';
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select host,user,User_attributes from mysql.user;

BE BB AR @ RS

host user User_attributes

4 secure_user {"Password_locking": {*failed_login_attempts": 5, "password_lock_time_days": 1}
127.0.0.1 demo1
180.172.238.55 demo2
localhost demol
localhost demo?2
localhost mysgl.infoschemz
localhost mysgql.session
localhost mysql.sys
localhost root

mysql> show variables like '%timeout’;

| connect_ timeout

| delayed insert timeout

| have_statement timeout

| innodb flush log at timeout

| innodb lock wait timeout

| innodb rollback on timeout

|| interactive timeout

| lock walit_ timeout 31536000
| mysqlx connect timeout 30

| mysqlx idle worker_ thread timeout | 60

| mysglx _interactive timeout 28800

| mysqlx port open_timeout 0]

| mysqlx read timeout 30

| mysqlx wait timeout 28800

| mysqlx write timeout 60

| net _read timeout 30

| net write timeout 10

| rpl_stop slave timeout 31536000
| slave net_ timeout

| wait timeout

20 rows 1in set (0.00 sec)
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# J00000000rootO0000OOTLSOO

select user, host, ssl type from mysql.user where user = 'root';
# [00000000OTLSOO

show variables like 'require secure_ transport';

# [JOMySQLOODOOTLSOO

show variables like 'have ssl';

# [OOMySQLOOTLSODOO0O

show global variables like 'ssl cipher';

show global variables like 'ssl ca';

show global variables like 'ssl cert';

show global variables like 'ssl key';

# 0000000000000TLSOO

show session status like 'ssl cipher';

show session status LIKE 'Ssl cipher list';
show session status like 'ssl version';

# [O0OMySQLODOOOTLSOO

show variables like 'tls version';



mysql> # & F i EH - & (Wiroot) & 74 3R ff A TLS: i
mysql> select user, host, ssl type from mysql.user where user = 'root’;

1 row in set (0.00 sec)

mysql> # &5 & & & 5 JF R ol TLSAL 4
mysgl> show variables like 'require_secure_transport’;

show variables like 'have_ssl';

# & /5 MySQLY gl > FF i) TLSHR &

show variables like 'ssl_cipher’;
show variables like 'tls_version';
# A EMYSQLM s TLSH XL E E &

show global variables like 'ssl _cipher';

show global variabl+-----------------~------— -~ R +
es like 'ssl _ca| Variable name
T E R +

require_secure_transport | ON
e o +
1 row in set (0.01 sec)

mysql> # & & MySQLZE & . 5 TLSH: %
mysgl> show variables like 'have ssl';
T Fommmm - +

| Variable name | Value |

1 row in set (0.00 sec)
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mysql> show variables like 'tls_version';
e Fommmmm e +

| Variable name | Value

e Fommmmm e +

| tls_version | TLSv1.2,TLSv1.3 |
oo oo +

1 row in set (0.00 sec)

mysql> # HEEFEMySQLE AT TLSHI X EL B 15 B

mysql> show global variables like 'ssl_cipher';
oo Fommm - +

| Variable name | Value |

e S SR +

| ssl _cipher

e S SR +

1 row in set (0.00 sec)

mysql> show global variables like 'ssl ca';

1 row in set (0.00 sec)

mysql> show global variables like 'ssl cert';
e o m e e +
| Variable name | Value

e o m e e +

| ss1 cert | /www/server/data/server-cert.pem |
T R T TP +
1 row in set (0.00 sec)

mysql> show global variables like 'ssl _key';

1 row in set (0.01 sec)

mysql> # (& fi) & F ZH00 218 /2 5 K A TLSL Fa
mysql> show session status like 'ssl _cipher’;
Hommm e e LT T TP +

|| Variable name | Value

B L o m e +

|| Ss1_cipher | TLS_AES 256_GCM_SHA384 |

Hommm o e e +

1 row in set (0.00 sec)

0 MySQL  8.0.27[II1III FIDO[TIIIT] TOTPIIIIIIL &
MO
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[L1T] a) (LI TITTITITTT]
[T1T] b) ITTTTITITTTIITITITTTT

T T Tiroot [T TTTITTIT

(1111 c)

(0 /O 3T

select

Host,Account locked,User,Insert priv,Delete priv,Alter priv,Drop priv,Grant priv,Super priv

from mysql.user;

(LT1T]
Host Account_locked User Insert_priv Delete priv Alter_priv Drop_priv. _Grant_priv Su
% N secure_user N N N N N N
127.0.0.1 N demo’ N N N N N N
180.172.238.55 N demo2 Y Y Y Y N Y
localhost N demo1 N N N N N N
localhost N demo?2 Y Y Y Y Y N
localhost Y mysgl.infoschemz N N N N N N
localhost Y mysql.session N N N N N Y
» localhost Y mysql.sys N N N N N
localhost N| MK EIE root Y Y Y Y | Y| o Y_
[L1T] d) (LITTTTITTITTITITTITTITI0T
MySQLTTTT T T Grant_priv[]

Super_priv

YO YO T T VTV

B
5

I

per_priv

&

b
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select Host,Db,User,Insert priv,Delete priv,Alter priv,Drop priv,Grant priv from mysql.db;

Host Db
4 127.0.0.1 demo
localhost demo1
localhost demo?2
localhost performance_schema
localhost sys

1111 e

User

demo1
demo1
demo?2
mysql.session

mysql.sys

(1]

(LI root(]

-- show grants for 'O00'@'000"';

SELECT * FROM “role edges;

SELECT * FROM "USER PRIVILEGES;

Insert_priv
Y

zZ Z2 < <

Delete_priv
Y

zZ 2 < <

Alter_priv
Y

Z Zz < <

Drop_priv
Y

Z Z < <

mysql.role_edges[T]
infomation_schema.user_privileges[ITTTI[[[[TIrole_edges[IT]

Grant_priv

N

N
N
N
N
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ELFHAES D3k - Vg SHE BR8N (L S SRk i gEEE
FROM_HOST FROM_USER TO HOST TO USER WITH_ADMIN_OPTION

d (N/A)
GRANTEE TABLE _CATALOG PRIVILEGE_TYPE IS GRANTABLE
'root'@'localhost’ def CREATE VIEW YES
'root'@'localhost' def SHOW VIEW YES
'root'@'localhost’ def CREATE ROUTINE YES
'root'@'localhost’ def ALTER ROUTINE YES
'root'@'localhost’ def CREATE USER YES
'root'@'localhost’ def EVENT YES
'root'@'localhost def TRIGGER YES
'root'@'localhost’ def CREATE TABLESPACE YES
'root'@'localhost’ def CREATE ROLE YES
'root'@'localhost'’ def DROP ROLE YES
'root'@'localhost’ def XA RECOVER_ADMIN YES
root'@'localhost’ def TABLE_ENCRYPTION _AD YES
'root'@'localhost’ def SYSTEM VARIABLES AD YES
'root'@'localhost’ def SYSTEM_USER YES
'root'@'localhost’ def SHOW _ROUTINE YES
'root'@'localhost’ def SET USER_ID YES
'root'@'localhost’ def SESSION_VARIABLES AC YES
'root'@'localhost’ def SERVICE_ CONNECTION_ YES
'root'@'localhost’ def ROLE ADMIN YES
'root'@'localhost’ def RESOURCE_GROUP_USE YES
'root’@'localhost’ def RESOURCE_GROUP_ADM YES
'root'@'localhost'’ def REPLICATION_SLAVE AC YES
'root'@'localhost’ def REPLICATION_APPLIER  YES
'root'@'localhost’ def PERSIST RO _VARIABLES YES
'root'@'localhost’ def INNODB REDO_LOG EN YES
'root'@'localhost’ def INNODB REDO LOG AR YES
'root'@'localhost’ def GROUP_REPLICATION A YES
'root'@'localhost’ def FLUSH USER RESOURCE YES
'root'@'localhost’ def FLUSH TABLES YES
'root'@'localhost’ def FLUSH_ STATUS YES
'root'@'localhost’ def FLUSH OPTIMIZER COS" YES
'root'@'localhost’ def ENCRYPTION_KEY ADMI YES
'root'@'localhost’ def CONNECTION_ADMIN  YES
'root'@'localhost’ def CLONE_ADMIN YES
'root'@'localhost’ def BINLOG ENCRYPTION A YES
'root'@'localhost’ def BINLOG_ADMIN YES
'root'@'localhost’ def BACKUP_ADMIN YES
'root'@'localhost’ def AUDIT ADMIN YES
'root'@'localhost’ def APPLICATION_PASSWO! YES

4 'secure_user'@'%' def USAGE NO
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[LIT] a)

(LTI

My SQLOTTTITTITTIITIITIII MY SQLOTTITTIT]
log_error} SQLITIT] log_bin[IIT]

(71 [IIIT general_log OTTMy SQLOTTTITT T

[LIT]

show variables like 'log%';

[LIT]

arm  b)
OO T T I I T T

[LIT]

0 101* mysqgl>show variables like ‘log %’
"OTII T T T T

0 20T MySQL
HENRRANNNNRRRNRNNNEE

® show variables like 'log_%";


https://smms.app/image/o6aLwtv7GuBnlYe

| log_bin_basename | |
| log_bin_index | |
| log bin trust function creators | OFF |
| log_bin_use_vl_row_events | OFF |
| log builtin_as_identified by password | OFF |
| log_error | /var/log/mysqld. log |
| log error_verbosity | 3 |
| log_output | FILE |
| log_queries not_using_indexes | OFF |
| log_slave _updates | OFF |
| log_slow_admin_statements | OFF |
| log_slow_slave_statements | OFF |
| log statements unsafe for binlog | ON |
| log syslog | OFF |
| log_syslog facility | daemon |
| log_syslog_include pid | ON |
| log syslog tag | |
| log throttle queries not using indexes | O |
| log_timestamps | uTC |
| log _warnings | 2 |
R o +
21 rows in set (0.01 sec)

@ show global variables like '%general%’;

(DAl [TTITTTITIT]

O 200 A O T

(L1T] c) MM T

[11]

0 10 I T

0 20T

(111 &[I1T]

01

T T T T T T T T T T T

0 60

10 Al T

exprie_logs_days[TTTTTTTTTIT]“ set global expire_logs_days = 180;

gy
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0 200 6[11]

(1T d) T

[LIT]

0 10T

0 20T

[LIT] &[I1T]

0 LTI

mysql> set global log _bin= off';

ERROR 1%38 (HYO00): variable 'log _bin' is a read only variable
T

0 20T A T T

TR
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[LIT] a) [T
(LTI

(L1111

show plugins;



mysql> show plugins;
oo e e, S LCEE R LR PR R it s LR R +
| Mame | Status | Type | Library | License |
e e R n S e T e R +
binlog ACTIVE STORAGE EMNGINE NULL GPL
mysql_native password ACTIVE AUTHENTICATION HULL GPL
| shazBe _password | ACTIVE AUTHENTICATION | MULL GPL
csy ACTIVE STORAGE EMGINE NULL GPL
MEMORY ACTIVE STORAGE ENGIMNE MULL GPL
| InnoDB | ACTIVE | STORAGE EMNGINE | NuLL | GPL
INNODE _TRX ACTIVE INFORMATION SCHEMA | MNULL GPL
INNODB_LOCKS ACTIVE INFORMATION SCHEMA MULL GPL
| INNODB LOCK WATITS | ACTIVE INFORMATION SCHEMA | MULL GPL
INNODE_CMP ACTIVE INFORMATION SCHEMA | MNULL GPL
INNODB_CMP_RESET ACTIVE INFORMATION SCHEMA MULL GPL
| INNODB CMPMEM | ACTIVE INFORMATION SCHEMA | MULL GPL
INNODB_CMPMEM_RESET ACTIVE INFORMATION SCHEMA | NULL GPL
INNODE_CMP_PER_INDEX ACTIVE INFORMATION SCHEMA | MULL GPL
| INNODB_CMP_PER_INDEX RESET ACTIVE INFORMATION SCHEMA | MNULL GPL
| INNODE_BUFFER_PAGE ACTIVE INFORMATION SCHEMA | NULL GPL
INNODE BUFFER_PAGE_LRU ACTIVE INFORMATLION SCHEMA | MULL GPL
INNODB _BUFFER_POOL_STATS ACTIVE INFORMATION SCHEMA | NULL GPL
| INNODE_TEMP_TAELE_INFO | ACTIVE INFORMATION SCHEMA | MNULL GPL
INNODB_METRICS ACTIVE INFORMATION SCHEMA | MNULL GPL
INNODE_FT_DEFAULT _STOPWORD ACTIVE INFORMATION SCHEMA MULL GPL
| INNODE_FT_DELETED | ACTIVE INFORMATION SCHEMA | MULL GPL
INNODE_FT_BEING DELETED ACTIVE INFORMATION SCHEMA | MNULL GPL
INNODE_FT_CONFIG ACTIVE INFORMATION SCHEMA MULL GPL
| INNODE_FT_INDEX_ CACHE | ACTIVE | INFORMATION SCHEMA | MNULL | GPL
INNODE _FT_INDEX TABLE ACTIVE INFORMATION SCHEMA | NULL GPL
INNODB_5YS _TAELES ACTIVE INFORMATION SCHEMA MULL GPL
| INNODE_SYS_TABLESTATS | ACTIVE | INFORMATION SCHEMA | NULL | GPL
INNODE_SYS_INDEXES ACTIVE INFORMATION SCHEMA | MNULL GPL
INNODB_5¥5 COLUMNS ACTIVE INFORMATION SCHEMA MULL GPL
| INNODB SYS FIELDS | ACTIVE INFORMATION SCHEMA | MULL GPL
INNODE_SYS FOREIGNM ACTIVE INFORMATION SCHEMA | MNULL GPL
INNODE_SYS_FOREIGN_COLS ACTIVE INFORMATION SCHEMA MULL GPL
| INNODB SYS TABLESPACES | ACTIVE INFORMATION SCHEMA | MNULL GPL
INNODE_SYS_DATAFILES ACTIVE INFORMATION SCHEMA | NULL GPL
INNODE_5¥5> VIRTUAL ACTIVE INFORMATLION SCHEMA | MULL GPL
| MyISAM ACTIVE STORAGE ENGINE | MULL GPL
| MRG_MYISAM | ACTIVE STORAGE ENGINE | MNULL GPL
PERFORMANCE_SCHEMA ACTIVE STORAGE ENGINE | MuLL GPL
ARCHIVE ACTIVE STORAGE ENGINE | NuLL GPL
| BLACKHOLE | ACTIVE STORAGE ENGINE | MULL GPL
FEDERATED DISABLED | STORAGE EMGINE | NuLL GPL
partition ACTIVE STORAGE ENGIMNE | mMuLL GPL
| ngram | ACTIVE | FTPARSER | NuLL | GPL

(10 b) T T T

(11

010 [ “show grants for root@localhost”[TTTITIIIT] IPOITITITIIIIII
T

(I  user(II] HostIIIIIT] |POITTIITITTIT] IPITITTTT %"[I1  user

000 HostIITIT] host
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(10 &[T

0 10 O] IPCLTTTTTTITTTT]

mysql> show grants for root@localhost;

IR e R T T T T R T +
| Grants for root@localhost |
R e +
| GRANT ALL PRIVILEGES ON #_ % TO 'root'@ localhost' WITH GRANT OPTION |
| GRANT PROXY ON ''@'' TO 'root'@® localhost' WITH GRANT OPTION |
R T +
2 rows in set (0,00 sec]

[LIT] ¢) [0 O T T T
[LIT]

010 M MySQLUITTITITIT T
like “version””[TTITITITIT

020
OO T T T T T I T T T
O

[LIT] &[]

0 10 MySQLOTTTTITITTTTIITIIIT]

mysql> show variables like 'wversion';

Fooe e +o---- +
| variable name | value

e o +
| version | 5.7.44 |
Fooe e +o---- +

1 row in set (0,01 sec]

0 20 MySQLOTTTTTITT T T T T T ITITIT]

show variables where variable_name
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??777a
22222222222222222222222222222222222222222222222222222227227

(IIITITIT] CIITIIITITI TLSTIIIIITIT
# [J00000000rootdO0OOCOTLSOO
select user, host, ssl type from mysql.user where user = 'root';

# 00000000COTLSOO

show variables like 'require secure transport';
# [O0OMySQLODOOOTLSOO

show variables like 'have ssl';

# [OMySQLOOTLSOO0000

show global variables like 'ssl cipher';

show global variables like 'ssl ca';

show global variables like 'ssl cert';

show global variables like 'ssl key';

# 0000000000000TLSOO

show session status like 'ssl cipher';

show session status LIKE 'Ssl cipher list';
show session status like 'ssl version';

# [OMySQLOODOOTLSOO

show variables like 'tls version';
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????b
DPPPVVIVVPVVVPPPVPPPP?PPP??PP?2?PPP7?PP?7?PP?7?????7?7?7??7?7?7

MySQL 5.6 [] MySQL 5.7[] MySQL 8.0.0 ~8.0.33 [] MySQL[TTT]
mysql_native_password [TTTTTTTTITITIT] SHA1[IT]

MySQL 5.6 ~ MySQL 8.0.3 [T]] sha256_password [] MySQL 8.0.4 [T11T]
caching sha2 password [T] RSA[TTTITITTITITITIT SHA256
(T



https://smms.app/image/WvAU3G8griLPJfl

The SHA-2 family consists of six hash functions with digests (hash values) that
are 224, 256, 384 or 512 bits: SHA-224, SHA-256, SHA-384, SHA-512, SHA-
512/224, SHA-512/256.

11 https://security.stackexchange.com/questions/87154/what-is-the-
relationship-between-sha-2-and-sha-256

10 SHA2[IIT] SHA224[] SHA256[] SHA384[] SHA512[11TT]

- - 0dO0dedbidoOdoddoddoooon

select user, host, plugin, authentication string from mysql.user;
-- 0000000caching sha2 password[]

show variables like 'caching sha2 password private key path';
-- J000000caching sha2 password[]

show variables like 'caching sha2 password public _key path';
- - 0000000000

show status like 'caching sha2 password rsa public key';

-- 0000000sha256 password[]

SHOW VARIABLES LIKE 'sha256 password public key path';

-- J000000sha256 password[]

SHOW VARIABLES LIKE 'sha256 password private key path';

- - 0000000000

show status like 'rsa public_key';
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222222mysgl?

-- J000000validate passwordOMySQL 5.70000

select * from information schema.plugins where plugin name = 'validate password';
- - 0OMySQLOOO0000000000000

show variables LIKE 'validate password%';

- - [OOMysQLOOOO00000

show variables like 'default password lifetime';

-- [OmysQL 5.7000000000

select user, host, password last changed, password lifetime from mysql.user;
-- 00 interactive_ timeout[]]

show variables like '%timeout';

- - J0000000OrootOOOOOOOTLSOO

select user, host, ssl type from mysql.user where user = 'root';
- - 0000000000TLSOO

show variables like 'require secure transport';

-- OOMysSQLOOOOOTLSOO

show variables like 'have ssl';

-- [O0OMysSQLOOTLSOO0O000O

show global variables like 'ssl cipher';

- - 0000000000TLSOO

show session status like 'ssl cipher';

show session status LIKE 'Ssl cipher list';
show session status like 'ssl version';

-- [OOMysQLOODOOTLSOO

show variables like 'tls version';

-- 00000000

select

Host,Account locked,User,Insert priv,Delete priv,Alter priv,Drop priv,Grant priv,Super priv
from mysql.user;

- - 000000000000

SELECT * FROM “role edges;

SELECT * FROM “USER PRIVILEGES;

-- 00000000

show variables like 'log%';

-- 0000000000



S N

select user, host, plugin, authentication string from mysql.user;
-- 0000000sha256 password[]

SHOW VARIABLES LIKE 'sha256 password public key path';

-- J000000dsha256 password[]

SHOW VARIABLES LIKE 'sha256 password private key path';

- - 00000000000

show status like 'rsa public key';

MySQL 8.0 ~MySQL 8.477?7

-- MySQL 5.70000000000000

select * from mysql.user where length(authentication string) = 0 or authentication string is
null;
-- J000000validate passwordOMySQL 8.0.20000

select * from mysql.component;

-- [0OOMySQL 8. e00000000C000000000000

select user, host, password last changed,

password lifetime,password expired,password reuse history,password reuse time from mysql.user;
-- 00 MysQL 8.e[00dondo

select host,user,User attributes from mysql.user;

-- 0000000caching sha2 password[]

show variables like 'caching sha2 password private key path';

-- (000000caching sha2 password[

show variables like 'caching sha2 password public key path';

- - 00000000000

show status like 'caching sha2 password rsa public key';
MySQL 9.0 ~MySQL 9.57?7?

-- ========== 1. [JJU00000 ==========

-- 1.1 J00000000MySaL 8.6+ 00000000

-- [O0OMySQL 8.0+ [0 component validate password [O0000000
SELECT * FROM mysqgl.component

WHERE component urn = 'file://component validate password';

- - [0000D000000000000
-- INSTALL COMPONENT 'file://component_validate password';

-- 1.2 [JOMysQLOO0000OMySQL 8.6+ 0000000000
SHOW VARIABLES LIKE 'validate password.%';

- - 00000000000



-- validate password.length - 00000000080

-- validate password.policy - J000OLOw/MEDIUM/STRONG[]
-- validate password.mixed case count - 00000000

-- validate password.number count - Q00ooo

-- validate password.special char count - JO0000oO

-- validate password.dictionary file - Qoooog

-- 1.3 [0MysSQLOOOC0OOO
SHOW VARIABLES LIKE 'default password lifetime';

- - J0000000e000bOn0OCOnO9en

-- 1.4 J00000000000OOO00O
SELECT user, host,

password last changed AS '(00000",
password lifetime AS '00000(O) ',
CASE
WHEN password lifetime IS NULL THEN '000000"
WHEN password lifetime = 0 THEN 'QJ000"
ELSE CONCAT(password lifetime, '[J')
END AS '(J00000
FROM mysql.user
ORDER BY user, host;

- - ========== D, DDDDDDDDD ==========
-- 2.1 000000000
SHOW VARIABLES LIKE 'Stimeout';

-- 00000

-- interactive timeout - 0J000000000288660/8000
-- wait timeout - J0000ooo

-- connect_timeout - 000000

-- ========== 3, TLS/SSL 000000 ==========

-- 3.1 0000O0oOOrootOOOOOOOTLSOO

SELECT user, host, ssl type,
CASE ssl_type
WHEN '*' THEN 'OO0TLS'
WHEN 'ANY' THEN 'O0TLSO00000"
WHEN 'X509' THEN '[0Xx50900"
WHEN 'SPECIFIED' THEN '0O000000°
END AS 'TLSOOOO"



FROM mysql.user
WHERE user = 'root';

-- 3.2 [JO00ooOTesgn

SELECT user, host, ssl type
FROM mysql.user

WHERE ss1 type != "'

ORDER BY user, host;

-- 3.3 [(00000C00OoTLson
SHOW VARIABLES LIKE 'require secure transport';

- - 000ONOO0000000OTLSOOFFOO0D

-- 3.4 [OMysQLOOOOOTLSOOOO
SHOW VARIABLES LIKE 'have ssl';

-- 000YESOOOOOODISABLEDOOOOO

-- 3.5 [00MysQLOOTLSOOO0O0
SHOW GLOBAL VARIABLES LIKE 'ssl %';

-- 00000

-- ssl ca - CAOOOO
-- ssl cert - 000000O
-- ssl key - 000000
-- ssl_cipher - 0000000

-- 3.6 J000000000TLSOO

SHOW SESSION STATUS LIKE 'ssl cipher';

SHOW SESSION STATUS LIKE 'Ssl cipher list';
SHOW SESSION STATUS LIKE 'ssl version';

-- [0000ss1_cipher(0000000C0OOTLS

-- 3.7 OOMysSQLOOOOOTLSOD
SHOW VARIABLES LIKE 'tls version';

-- 0000000 TLSvl.2, TLSv1.3[OOTLSv1gTLSvl.1

-- ========== 4. [JJU000000 ==========

-- 4.1 [J0000000C000OMysQL 9.6 00000

SELECT Host, User, Account locked AS '0O0O0O',
Insert priv AS '(0',
Delete priv AS 'O,



Alter priv AS '(00°',
Drop _priv AS '(j00',
Grant _priv AS ';f',
Super _priv AS '(0000°,
Create role priv AS 'l0O0O°',
Drop role priv AS '00j000°
FROM mysql.user
ORDER BY User, Host;
-- [000Super_priv [J MySQL 8.6+ (00000000

-- 4.2 00000000000
SELECT FROM HOST AS '0000",

FROM USER AS '0000",

TO HOST AS '0000°,

TO _USER AS '(IO00O0O",

WITH ADMIN OPTION AS '0O000'
FROM mysql.role edges
ORDER BY FROM USER, TO USER;

-- 4.3 (0000000000
SELECT GRANTEE AS 0000,

PRIVILEGE TYPE AS '0l00O',

IS GRANTABLE AS '0O00"
FROM information schema.USER PRIVILEGES
ORDER BY GRANTEE, PRIVILEGE TYPE;

-- 4.4 000000000

SELECT Host, User, Db AS 'I00",
Select priv, Insert priv, Update priv, Delete priv,
Create priv, Drop priv, Grant priv

FROM mysql.db

ORDER BY Db, User;

-- 5.1 000000000

SHOW VARIABLES LIKE 'log%';

-- 00ooo

-- log _error - 00ooog



-- general_log - HOoOodooodooodtoooo

-- slow_query log - QJoodo
-- log bin - 0000000000000
-- log bin trust function creators - (0000000000

-- 5.2 00000000C0000000000000
SELECT PLUGIN NAME, PLUGIN STATUS, PLUGIN TYPE, PLUGIN LIBRARY

FROM information schema.PLUGINS
WHERE PLUGIN NAME LIKE '%audit%';

-- ========== 6. [JI000000 ==========
-- 6.1 0000000C00000000
SELECT user, host,
plugin AS '[0000",
CASE plugin
WHEN 'mysql native password' THEN 'MySQL 5.7 [O0OO"
WHEN 'caching sha2 password' THEN 'MySQL 8.0+ [OOSHA2000000O
WHEN 'sha256 password' THEN 'SHA256[]'

WHEN 'auth socket' THEN 'SocketJJgoooo'
ELSE plugin
END AS ‘000000,
CHAR LENGTH(authentication string) AS '[O000°
FROM mysql.user
ORDER BY user, host;
-- 00OMySQL 9.0 gOOO caching sha2 password

-- 6.2 00 sha256 password [O000
SHOW VARIABLES LIKE 'sha256 password public key path';

-- 6.3 [0 sha256_password 000
SHOW VARIABLES LIKE 'sha256 password private key path';

-- 6.4 00000000RSAOO
SHOW STATUS LIKE 'rsa public key';

-- ========== 7. [O000000MySQL 8.0+4/9.0 [ ==========
-- 7.1 0000000000CMysQL 8.6+ 0000
SELECT component _id, component group id, component urn

FROM mysql.component



ORDER BY component id;

-~ 7.2 [0 SHOW COMPONENTS [JOMySQL 8.0.17+[]
SELECT component id AS '(OID',
component group id AS '(ggIb‘',
component _urn AS '[JJURN'
FROM mysql.component
ORDER BY component id;

-- 7.3 000000000

SELECT PLUGIN NAME, PLUGIN VERSION, PLUGIN STATUS, PLUGIN TYPE, PLUGIN LIBRARY
FROM information schema.PLUGINS

WHERE PLUGIN STATUS = 'ACTIVE'

ORDER BY PLUGIN TYPE, PLUGIN NAME;

-- ========== 8. [[J00000MySQL 8.0+/9.0 (000 ==========
-- 8.1 [000000000000Super_prividd

SELECT USER AS '[(j0', HOST AS '[j0', PRIV AS 'OO00"

FROM mysql.global grants

ORDER BY USER, HOST, PRIV;

-- Q0ooodo

-- ROLE_ADMIN - 0ooo

-- BINLOG ADMIN - 0000000
-- CONNECTION ADMIN - 0000

-- REPLICATION SLAVE ADMIN - 0000oo
-- SYSTEM VARIABLES ADMIN - 000ooo
-- BACKUP_ADMIN - 0ooo

- ========== 9. 00000000 =s=========
SHOW VARIABLES WHERE Variable name IN (

'local infile', - - HibOdooddooodo

'secure_file priv', - - 000000000
‘skip_name resolve', - - OOpNSONoOOoO0oon
'sql_mode', -- SQLOn
'max_connect_errors', -- 00000000
'max_connections', -- 00o0o

'max_user connections' - - Jo00oooo



-+ ========== 10. (OO00000000 ==========

-- 10.1 O00000000000000

SELECT user, host, '!'!!'OgOoo'!!' AS '00000°

FROM mysql.user

WHERE authentication string = '' OR authentication string IS NULL;
-- 10.2 000000000000000

SELECT user, host, '0000000O' AS '0O00O
FROM mysql.user

WHERE host = '%'

ORDER BY user;

-- 000000

SELECT '

MySQL 9.0 000000000

0oooo

OO0 caching sha2 password [O0000

- 000000000 == 8 O0000000000o00000
. 0000000000096 - 18600

. 00000000 TLs/ssL O

- 0000RORO0000000000

. 00000OROCD0000000

- D000DOODO000

. 00 local infile[OO secure file priv

© 00 N o U B~ W N BB

- O0000000OOOOOOOOO;
10. MySQL 9.0 0000000000 Super priv

" AS 0000 ;



